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NGFW UKC

O6ecneymnBaeT BbiNONHEHUE TPEOOBaHUI:

( 436-93,139-03 j ( NN P® N°1875

] ( Ykas lNpesupeHTa N°250]

MporpaMMHas YacTb BK/ItOYEHA
B EQMHBIN peecTp poccumckmnx
nporpamm ans 5BM um 6a3
BaHHbIX MuHUumdpbl Poccnmn

PeectpoBas 3anucb MO N°322

AnnapaTtHas nnatdopma BHeCEHA
B EQMHbBIN peecTp poccmnimckomn
PagMO3NEKTPOHHON NPOAYKLMN
MuHnpomTtopra Poccumn

PeectpoBas 3anucb N° 10668594

O KnioueBble npenMyLLLecTBa

NCnoJjib3o0BaHuMA

* BO3MOXHOCTb paclumpuTb nuueHsuto go 1500 nonb3oBatenemn

® VIHTYUTUBHO MOHSITHbIE MHTEPdENC U CUCTEMA YNPaBEHUS

e BecnnaTHbIM Kypc obyyeHus IT-cneuyanmctos ynpasneHmio MKC

e [locTynHas Texnoaaepxka, BpeMsa oteeTa — 0o 30 cekyHp,

BbirogHoe npogneHue

/
Q Trial-Bepcus

BbicTpas ycTaHOBKa B KOPNOPATUBHYIO CETb
MpuopuTeTHas TexnoaaepKKa C NEPBOro AHSA TECTUPOBAHMUS
e [MoMoLLb B MUTPALLUM C O PYTrMX PELLEHUM

¢ CoxpaHeHue HacCTPOoeK Npu nepexone Ha rnosiHy BEPCUIO




‘ dyHkumn NGFW UKC:

~
3awumTa oT
HEeCaHKLLMOHUPOBAHHOIO
AOCTYNa, OT BHELLUHMNX

WU BHYTPEHHUX Yrpos

e MexceTeBoe sKpaHMPOBaHUE

¢ CucrteMa npepoTBpaLLeHns
BTOPXKEeHMM IDS/IPS

* KOHTpPOIb NPUITOXEHN
e 3awwmTa Beb-pecypcoB
* [1OTOKOBbIN AHTUBUPYC

e 3awuTa CepBMCOB
oT 6pyTdopc-aTak

e NHTerpauusa c DLP- u SIEM-
cMCTEMaMM, aHTUBUPYCaMM
N PeLLEHNSIMU OS] KOHTEHTHOM
$punbTpaummn

[

YnpasneHue Tpapukom

* MapuwpyTmsauus Tpaduka
* [lopkntoveHue K npoBangepam

* BanaHcMpoBKa KaHanoB v NpaBneHne
NOMIOCOMN MPOMYCKAHWUS

e KswmposaHue Tpadpmka n DNS-
3anpocoB

e [ly6nukaums pecypcos

e Reverse Proxy, SMTP relay
e Arperaumsi KaHanoB

e Multicast-npokcu

e DHCP-cepBep

-

yﬂ,aﬂeHHble noaKrvYeHusd
* YpaneHHble oducbl u punmanol
nogkntoderHune VPN tuna site-to-site

* Mob6usnbHble COTPYOHUKM/
nopgkntodeHue VPN tuna client-to-site

e HacTpolka MHOrodakTopHOM
ayTeHTUdumKauum gna VPN

e [1ByxdpaKkTOopHasa ayTeHTUPMKaLMS
yepes TOTP

-

-

KoHTeHTHas ¢punbrpayms

e PaclwupeHHbIN KOHTeHT-dunbtp NMKC
e BrnokupoBka ¢annos

e [lekogmnpoBaHue 1 NpoBEpPKa
HTTPS-Tpadumka

e Beb6-dunbtp Garnet

[

-

( JABBER-cepBep

-

-

YnpasneHue h MOHUTOPUHT

e KOHCO/bHbIN N BED-UHTEpPdENC

Be6-nHTepdenc
e OTKasoycTon4mBas KOHGUrypaLms

e Tenerpamm-6oT

Zabbix-areHT

[

-

KoHTponb pocryna

e ABTOpU3aLUSA NoNb3oBaTeNen
 Active Directory / LDAP

e DopMuMpoBaHME OTHETOB

-

.

dannosbii cepBep




CNEUUATIBHAA CITY)XBA:
NMOYTOBbLIN CEPBEP

Ucnonb3oBaHue Mopyns B coctaBe MKC aKOHOMUT BrogyKeT opraHusaumm

‘ 3aLLULLLEHHDbIN CepBEpP KOPNOPaTUBHOM MOYTbI

‘ Bxoasawun / ucxogawmn SMTP-penen

4 N

O BO3MOXHOCTH

O 3awmTa oT cnama
NMO4YTOBOro cepBepa

e BcTpoeHHas cuctema 3amThl Kaspersky AntiSpam

OT ClaMa

Rspamd
¢ Mepepaya nucem no
3awmndpoBaHHOMY KaHany

SpamAssassin

YepHbie cnncku DNSBL

e C6
OPLLMK IMCEM * Moppeprkka cepbix crnimckos (GreyListing)

e KBOTbl Ha 06 bEM MOYTOBbIX
ALLLUKOB

e OuUnbTPbI NOYTbI U PACCbINIKU O HAononHutenbHas sawmTa

. p MOYTOBOro cepBepa
e3epPpBHOE KonmpoBaHMe NMoYTbl

* BcTpoeHHas Be6-noyra e AHTUBMPYCHas NPOBEPKa BIOXKEHUI:
e [lenernpoBaHme JocTyna K ClamAV, Kaspersky AntiVirus

NOYTOBbLIM fiLLLIMKaM e Fail2ban pns 3awmTbl ot brute force
e MNMouToBas cTaTUCTUKA aTak

e [MpoBepka u pobaBneHue
DKIM-nopgnucen

e YepHble n 6enble CNUCKM NOYTOBbIX
appecos, IP-appecos n ¢ppas




CNEUMNATIBHASA CITY)KBA:
IP-TEJTIEOOHUSA

Ucnonb3oBaHue mopyns B coctaBe MKC aKOHOMUT GroppkeT opraHusaumm

‘ OcHoBaHa Ha Asterisk

‘ LLindpoBaHmMe BbISOBOB UCK/IOHAET NPOCyLLUMBAHUE

MHTYNTUBHO NOHATHbLIN UHTEepdENC AN ynpaBneHus
npasmnamm

‘ He TpebyeTtcs cneymanbHoe o6opypoBaHue

-

O OCHOBHbIE BO3MOXHOCTM

e [onocoBoe MHoroyposHeBoe MeHio (IVR)

e [loppeprkka ovepenm 3BOHKOB, X NEPEXBAT U NepeHanpaB/ieHne
e OTcnexmBaHWe aKTUBHbIX BbISOBOB B PEXXUME PeaslbHOro BpeMeHU
* 3anucb 3BOHKOB

® BO3MOXHOCTb HACTPOWKU rosIOCOBOM MOYTbI

® BcTpoeHHbIM 6pay3epHbiv Be6-codpTdoH Xphone

e [lpoBepeHne KoHPpepeHLUIN, B TOM YUCTIE C BUOEOCBA3bIO

Q NMoppepxmBaeMble KOOEKU

e G.711 A-law e G.726 e VP8 Video
e G.711 p-law e G.729 e H.264 Video
e G.722HD e GSM e VP9 Video

e G.723 e Opus




BCTPOEHHbI MOAY/b:
KOHTEHT-OUNbTP

‘ Bxogut B cCTOUMOCTb O6LLLEU NULLEeH3UUN

. CootBeTtcTByeT Tpeb6oBaHmnaMm O3 N° 436, 3 N° 139

-~

Ha HEM KOHTEHTAa

o

O Ocob6eHHOCTH KOHTeHT-punbTpa UKC

e QunbTpyeT TPadUK MO KKOHYEBLIM CIOBAM U BbIPaXeHUAM

e Cnucku 3anpeLl,eHHbIX MaTepranoB perynspHo 06HOBNSAIOTCS

e 3anpocbl Nonb3oBaTeNen K NOMCKOBbIM CUCTEMAM MPOBEPSAIOTCS eLLe
0,0 OTOGpPaXkeHUs UX B MOMCKOBOM Bblgaye

e HexxenartenbHbI CanT 611OKMpPYyeETCs, UCXOAA U3 aHAIM3a COAEPKALLLErOCs

e Copepxxut cnucku MuHiocta, PockoMHag3sopa n NlocHapKOKOHTpoOns

KnioueBble npenmywiectea punbrpauum B UKC

* LleHTpann3oBaHHbIM KOHTPONb AoCTyNa B MIHTepHET Yepes eguHbIv uHTepdenc

¢ Bo3MOXHOCTb 3agaBaTb Pa3Hble€ NpaBW/ia OOCTyna anada rpynn nonb3oBarteneun

M OTAEJIbHbIX COTPYAHUKOB

e OTYETHOCTb NO MOJIb30BATENSAM U FPynMnam

KoMy 3To BaXKHO?

& locypnapcTBeHHble
yuypexoeHms —
WCMNOSTHEHME
TpeboBaHuI
PEerynmpyroLLUX OpPraHoB
M 3aKoHOB PO

ﬁ KomMmepyeckue
KOMMaHWM — MOBbILLEHME
NPOOYKTUBHOCTU PaboThbl
COTPYLHUKOB U
KnbepbesonacHoOCTH

ObpasoBaTenbHble
opraHusaumm —
3aLLMTa YHALLMXCS OT
KOHTEHTa,
NPUYMHSIIOLLLETO Bpes,
NX 30,0POBbIO U
Pa3BUTULO




OONONTHUTENbHbLIA MOAOY/b: GARNET
WEB FILTER

Cucrema aBTOMaTU3UPOBAHHOM KaTeropusawmm CauTos,
pa3paboTaHHas B TEXHO/IOrMYECKOM NapTHEPCTBE
c «JTabopatopueir Kacnepckoro»

‘ PelueHue ncnonbsyeT aIrOPUTMbl MalLMHHOIO 06y4yeHus

U cTaTU4YecKune 6a3bl gJig TOYHOU KnaccudpmKaLmm CauToB

(.

/
O Knio4yeBble npenMyuecTBa

Anroputmbl M aHannsmnpytoT copepxaHme Be6-CTpaHuUL, M aBTOMATUYECKU
onpepensoT KaTeropuio

PerynﬂpHoe ObHoOBNEeHne AaHHbIX O KaTeropusauumm camToB

36 kaTeropun. ONTUManbHO CTPYKTYPUPOBAHHAas cMcTteMa punbTpauum

PPPPRRRPPPPRE

Kateropuu camtos

BpepoHocHoe MO &] Penurna XoCTUHr

CalTbl ons B3pOC/bIX l&] MapkeTnnencsl A3apTHble Urpbl

3anpeLLéHHbIA KOHTEHT Mowvck paboTbl Be6-pecypcol B ceTu Tor

Onepaumm C KOHTEHTOM 3HakoMcTBa Kade, pectopaHbl, ega

CoumanbHble cetn MepomumHa 1 300poBbe My3bIKa 1 N033u1s

PPPPRRERPPPRE

&

&

&
Kommepueckue caiTbl &1 ®UHAHCbI N SKOHOMMKA XXunBoOTHbIE
HosocTu 1 nonnTmka & BoeHHas TemaTturka n opyxme HapkoTukm
Oocyr &1 Hayka v 3HaHne Arkorosb 1 Tabak
Kynns-npopgara & Xo66m MecceHpykepbl
NHbopMaLMOHHble TEXHOMOr N &J Peknama v cnam KpunTosantoTa
[ocymapcTBeHHble yupexaeHus & [Mo4Ta Vrpbl
CalTbl TEXHUYECKOrO Ha3Ha4YeHus &] MovickoBble cucTeMbl Cnoprt

MpuobpeTaeTca fONONHUTENBHO. JTNLLEH3UpPYeTCS NO YMUCIY NONb30OBaTeNeMN.
BecnnaTtHbIM TecToBbIN KNto4v Ha 30 gHen




AHTUCIAM
JTABOPATOPUUN KACIMEPCKOTO

® Bbicovyanwmnit ypoBeHb @® Pab6otaeTt c SMTP-Tpadukom,
obHapyxeHus cnama npm npoxogawum yepes UKC (nouyTa Ha
MUWHUMaNbHOM YPOBHE JIOXKHbIX NKC, SMTP-penen)

cpabaTbiBaHUM
@® DKOHOMWT BpeMs COTPYAHUKOB

® OnpepeneHune n 610KUPOBKA CNaM- Ha OTKPbITUE N yaaNeHNe HEHY)KHbIX
PacCbl/IOK B peXUMe peanbHoro nucem
BpPEeMeHU

KnroyeBble TeXHOTOrMu 3aLWuUTbl OT CNamMa

e MeTopgpbl 06Hapy)KeHm| cnaMa Ha oCHoOB& MalLUMHHOTIO 06yquM9I

® JIMHIBUCTUYECKNIM U CUTHATYPHbIA aHanus3

AHanus no dopmarnbHbIM aTpnbyTaM (3aronoBok, pasmep, oTnpaBuTenb)

O6HapyxeHune rpadpumyeckoro cnama

AHTUOULIMHT

MpuobpeTtaeTca AONONHUTENBHO. JIMLEeH3MpyeTCs No YUCy NoNb3oBaTeNnemn.
BecnnaTHbIN TecToBbIN KNtod Ha 30 gHewn




AHTUBUPYC
JTABOPATOPUUN KACIMEPCKOTO

@ BbicoKas CKOPOCTb peaKkuun Ha Hebe3onacHbIN TpaduK
@ E110KMpPOBKa Yyrpos Ao Ux NPOHUKHOBEHUS B CETb

@ 3awmTa KOPNOpPaTUBHOM CETU U FOCTEBbLIX YCTPOMUCTB

I'queMy Ba>XXHO UCMNO/J/1b30BaTb aHTUBUPYC Ha warose?
e DwenoHUpoBaHHas 3aluTa ceTn obecnevymBaeT LLENOCTHOCTb MHOPMaLLMW.

e OCTaHOBMTb BMPYC Ha BXOAeE B CETb Jier4ye, YeM BbISIBNATb U I€4YUTb €ro Ha
MHoxecTtBe K.

e CHuxaeTcs PUCKUN YTEYKU O,aHHDbIX U3-3a OoWMBOK nosnib3oBaTeneun.

KnrouyeBble TexHONormm aHTVIBVIpyCHOﬁ 3allunTbl

e CUrHaTYpHbIN aHANM3 NO3BOJISET BbIMOSIHUTbL NpoBepKy darnos no 6ase
WU3BECTHbIX CUFHaTyp.

* DBPUCTUYECKNIM aHaNU3 NO3BONSET 6/IOKUPOBATb HE TONbKO
MU3BECTHbIE Yrpo3bl, HO U YrPO3bl HYJIEBOrO YPOBHSI.

e CkaHupoBaHMe N 06paboTka pannos Bcex M3BeCTHbix GOpPMaToB,
CKaHMpPOBaHME MHOIMOKPATHO 3aNaKoBaHHbIX apPXUBOB.

e AHanus 60/bLUMX gaHHbIX, NOOAEPXXKA MHOFONOTOKOBOM 06paboTKM O aHHbIX,
[EeTEKTUPOBaHME BPeAOHOCHbIX 1 ¢puimHrosbix URL.

MpurobpeTtaeTca AONONHUTENBHO. JINLLEH3MpYyeTCsa NO YUCY NoNb3oBaTeNeMn.
BecnnatHbIY TecToBbIM KNtod Ha 30 gHen




SURICATA RULES FEED
JTIABOPATOPUUN KACIMEPCKOTO

‘ E)xepgHeBHble O6HOBIEHUSA A1 OOHapY)XeHUs HOBEMULLUX Yrpos3

. bonee 7 000 npasun

‘ YnpaBneHue noBegeHueM 3aL,uTbl Npy cpabaTbiBaHMM NPaBUII

-

~N
Suricata Rules Feed — Habop npaBun pgns cucteMbl NpegoTBpPaLLEHUS
BTOp>XeHum (IDS/IPS) ¢ uenblo HagEeXXHOM 3aLWUTbI NOSib30BaTeNemn or
CaMbIX COBPEMEHHbIX KUbepyrpos.

B npouecce pa3spaboTku npaBui UICNOJIb3YIOTCS SKCMEPTHbIE CEPBUCHI,

B TOM YuUcCie aBToo6paboTKa BpeaoOHOCHbIX MPOrpaMM, NeCcoYHMULbl,
Botfarmur. .

KaTteropum yrpos

® APT (tapreTMpoBaHHbie yrpo3bi)

® Botnet C&C
(LeHTpbI ynpaBneHusa 60THeTaMK) ® >Skcnnoutbl

® lporpaMMbl-BbIMOraTenm

® BGaHKOBCKMe TPOosiHbI U CpeacTBa @® XakepcKue MHCTPYMEHTDI

noxumuieHmsa nepCcoHas/ibHbIX OaHHbIX

® KpunTto-manHepbl

® DNS-TyHHEnu

MpuobpeTaeTca fOoNONHUTENbHO. JTNLLEH3UpPYeTCA NO YUC/Yy NONb30OBaTENEMN.
BecnnatHbIN TecToBbIM KNtod Ha 30 gHen




ATMAPATHASA NMJTATOOPMA UKC RF700

KomMnnekTt noctaskm MKC OCTIK

e Cepsep c npepycTaHoBneHHbIM MO -1 wr.

e Kabenb nutaHus -1 wr.

_ e [MporpaMMHbIN MexceTeBou akpaH MKC -1 wT.
e MHCcTpyKuUsa No nogknoyeHuro — 1 wr.

MpeunmMyLiecTBa nnatpopMmbl:

1. MowHoe pelueHue gns 6bICTPO PacTyLLLMX U CpeaHUX OpraHM3auum
po 500 nonb3oBaTenen.

2. JocTtynHa no ueHe.
3. MopxoauT Ana yCTaHOBKU B CEPBEPHYHO CTOMKY.

4. MNoBbileHHas rapaHTus - 2 roga.

KonuuyecTBo nonb3soBaTenen onpeaenseTcs no ycpeaHeHHoMy npodusio cCoTpyaHUKa

XapaKTepuUCTUKU annapaTtHou nnat¢gopmbl

ONEPATUBHAS MAMSITD! cuveeeeereeereeeeeresseesseessesesssessssssesssessesssessssssasssssssssssssasssassas 2x16 b DDR5
HKECTKUM MCK: ceeeeeeeeeeeeeeeeeeesteeeeseeseeesessssesessseessesseesssssesssssseesesnes SSD 480T7b,2xHDD1Tb
CeTEBDBIE UHTEPMEMCDL: .....e.eeeeevererererererereseneresesesnnenes 6 x RJ-45,1T6ut/c, 1xRJ-452,5T6/c
USB MHTEPPEMCDL: ......oovevereeerererereererererenesesesesesseseseseane P+mDP+HDMI+Type C (DP)+DSUB
OXTTAMKILEHUE: ...eeeeeeeeeeeeecereeeecseeeesssseeessssseessssseesssssssessssssssssssssessssssesessssssssssssesssssssssses OKTUBHOE
Fa6apuTHbIe PASMEPDbI (LLI X T X B): ...eveeeeereeeceeeeercrereeeerereeeesenenenens 1U, 430 x 550 x 47 MM
MOCCQ: ...eeeeeeteecteecteerteecteeeteecseesaeesseeesseesseessasssaeessaessasssaessseessassssesasassenssesssessasessessassssensasessannss 13 kr

MponyckHas cnocobHoCTb

MEMKCETEBOM DKPOH: .ueeueerereereesenseesessessessesessessessessessesessessessessessessssessessessessassssssens 10,5 I'6/cek
MHCMEKTUPOBAHUE SSL: ..neeeeereeereneeeereeseeesesesessesessesessesessesessessssessesessssessessssesessens 2,3TBb/cek
IP S et bbb s R bR b e R e b e R e b e e bR e R e R bR et Re b eseabeseaneneenenees 3,1TB/cek
MeXceTeBOM 3KPAH, MHCMEKTUPOBAHUE SSL, IPS: ... eeeeeeeeeeceeeeeceeeenes 2,1TB/cek
OpHoBpeMeHHbIX COEAMHEHUM (CC): ..unrnirererreeeererereereeseeeseseesesesesesessesessenes po 3000 000

HoBbix B ceKYHAY, MOKCUMAITBHO (CPS): ....ucveieeeeeeeeeeeeneeensasassssssssssssssssssssssssassesenns 60 000



YaT nonb3oBaTtene

Paspa6oTuuk

O00 «A-Pean KoHcAnTUHIr»

@ 8 800 555-92-97 @ +7 9010527719 4 O

@ hello@a-real.ru @ xserver.a-real.ru

NMpuncoeguHANTECb K HOM B COLLCETAX
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Kanan MKC Coobuiectso NKC
B MAX Bo BKoHTakTe

Tenerpam-kaHan Bnor NKC
NKC Ha AAHpekc.[3eH

BypbTe B Kypce cob6bITUmn

UKC


tel:+79010527719

