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NKC OCTIK

- NporpaMMHo-annapaTHbIM KOMMNJEKC MexceTeBou aKkpaH MHTepHeT KoHTponb
CepBep O®CTIK. Ob6ecneumBaeT BbiNONHEHUE TPEBOBAHUN:

(I‘Ipukaa ®CTIK N°117] (I‘Ipm(aa ®CTIK N°21 ) (I‘Ipukas ®CTIK N°239] Cnn P® N°1875 )
(152-:1:3 ] (436-0)3, 139-03 ) (187-(1)3 ] ( :xg; glpF.'BHp.eHTa )

. Ceptudpukar ®CTIK N°4832

Hata Bbigaum: 02.08.2024 . Cpok pencteua: 02.08.2029 .

. Mpodpunu sawmThbi:

* MexceTeBoM 3KpaH TMNa “A” 4 Knacca 3aLLULLEHHOCTH
* MexceTeBoM aKpaH TMna “b” 4 kKnacca 3aWULLEHHOCTU

e COB ypoBHs ceTn 4 kKnacca

CooTBeTtcTBYyeT Knaccy sawumuwieHHoctm UC: K1, K2, K3

. PaspelueH K NpUMEHEHUIO B CUCTEMaAX:

e TMC — po 1 Knacca 3aWULLLEHHOCTU BKNHOYUTENBHO;

NCMNOH — po 1 ypoBHSA 3aWULLLEHHOCTM BKHOYUTENbHO;

KWW — 1 kaTeropus;

ACY TN — po 1 knacca 3alULLEHHOCTU BKNKOYUTENBHO;
NCOIM — 2 knacca.
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MporpaMMHas 4acTb BKJHOHEHa AnnapatHasi nnatpopmMa BHeCeHa
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nporpamm ans OBM u 6as PanMoO3NEeKTPOHHOW NPOAYKLLUN
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® Hanu4me peectpoBbix 3anvcen nossonsieT Bkntoyatb NMAK MKC B rocypapcTBeHHble
M MYHULLMMNANbHbIE 3aKYMKW, UICMNONb30BaTb €ro A MMNopTO3aMeLLLEHUS.



‘ PyHkumm NKC PCTIK:

4 4 N\
3awumTta ot KoHTponb poctyna
HeCaHKULMOHUPOBAHHOIO
AOCTYNa, OT BHELLHWX e ABTOpPM3aLLUSA NONb30OBaTENEN
WU BHYTPEHHUX Yyrpo3  Active Directory / LDAP

e DopMuMpoBaHME OTHETOB
¢ Me)ceTeBoe aKpaHMpoOBaHME
e CucremMa npenoTBpaLLeHns - -
BTOPXKEHUM IDS/IPS ~ N
* KoHTponb npunoxexun YnpasneHue TpapukKom
e 3awmTa cepBUCOB OT BpyTdopc-
aTaK e MapLpyTtusaums Tpadumka
° l/IHTerpaLl,Mﬂ c DLP- u SIEM- e [lopkntoyeHue K npoBanaepam
CcUCTEMaMU, aHTUBMPYCaMMU * banaHcmpoBKa KaHanoB
N peLleHUSMU Ot KOHTEHTHOM M ynpaBrieHme NooCcoM
$punbTpaumm NPOMNyCcKaHus
- e KawmposaHue Tpaduka
n DNS-3anpocos

( e [ly6nukaums pecypcoB
HacTtpouka yganeHHbix Reverse Proxy
NoAKNIOHEHUM . e Arperauys KaHanos
M MHOIFrogaKToOpHOU

¢ P e DHCP-cepBep
ayteHTundukauum gnsa VPN
~ _ y,
( K b - N
OHTEHTHada PuibTpauunsd v v v
patt CeteBoun pannoBbin cepBep
* bnokuposka no cnosam - J
W BblPaXKeHUaM
e N
¢ bnoknpoBka no cnuckam
) YnpaBneHue h MOHUTOPUHT
e bnokuposka ¢pannos
o [lekoampoBaHue 1 NpoBepKa e KoHCONbHbIN U BEG-UHTEpdENC
HTTPS-Tpaduka e OTKasoycToiuMBas KOHGUrypaLms
- - J




MexaHuambl peanmsauum B UKC 6a3oBbix Mep 3aLLuUThl,
npepycMoTpeHHbIx Npukasom N°117

UpeHTudukaums
M ayTeHTMdUKaumsa

(n. 63a)

Aestopusauus no IP- u MAC-agpecy. ABTopusauus

Captive Portal. BO3MOXHOCTb CUHXPOHM3aLLMK U ABTOPU3ALUU
nonb3oBaTtenen Yepes LDAP. NMoppeprka Active Directory,
FreelPA (ALD Pro), Samba DC

YnpaeneHue goCTynom

(n. 636)

MexkceTeBom 3kpaH (Firewall) — ¢pmnbrpauma Tpadpuka Ha
ocHoBe |IP-appecos, nopTtos, npoTtokonos, MAC-apgpecos.
KoHTponb npunoxeHnit (Application Firewall) —
paspelleHne/6rnoKMpPOoBKa JOCTYMa K KOHKPETHbIM
MNPUIOXEHUAM N CEPBUCaM

Perncrpauusa cobbitui
6esonacHocTH

(n. 63B)

IDS/IPS — BegeHue KypHanUMpoBaHMsa MHLMOEHTOB
MHbOopPMaLLMOHHOM 6e30nacHOCTU. CUcTeMa NOTMPOBaHUA —
PerncTpaLms nonbITOK JOCTyNa, NOOK/IIO4YEHUS
nosib3oBaTenen, UsSMeHeHUs NpPaBus, aoMUHUCTPATUBHbIE
Aenctems. Mcnonb3osaHwe npasun oT snort.org,

Emerging Threats, Positive Technologies Open Ruleset,
HKLIKW n Kaspersky Suricata Rules Feed.®opmupoBaHue
ot4yeToB no TpeboBaHusam. CoeguHenme c SIEM no npotokony
syslog

3awuTa To4eK
6ecnpoBogHOro goctyna

(n. 63m)

MexceTeBom 3kpaH (Firewall) — nsonauma Wi-Fi-cermeHTa
OT KOPNOPaTUBHOM CETM.

O6Hapy)eHune

W NpepoTBpaLLeHne
BTOP}EHWM Ha CeTEeBOM
YpOBHe

(n. 630)

IDS/IPS — 6noKMpyeT NomnbITKN HECAHKLMOHUPOBAHHOTO
A0CTYNa, 3KCNNoUTbl, 60THeTbl, DoS-ataku, BUPYCHYO
aKTUBHOCTb B ceTu, spyware, TOR, aHOHMUMal3epbl,
Tenemetputo Windows n ckomnpomeTupoBaHHble |IP-agpeca.

CerMeHTaUusa 1

MexxceTesow 3KpaH — 3alumuiaeT ceTb opraHmsaunm

MeceTenoe OT PasfMYHbIX BHELLHWX YrPO3; KOHTPONMPYET ABUMXEHNE

3KPaHMUpPOBaHWe Tpadumka Ha yposHe |IP-agpecoB 1 NOpPTOB; NO3BONSET
HaCcTPOUTb 3anpeLyatoLme 1 paspeLllatolLme npasmna,

(n. 63n) yKasaTb NPUOPUTETDI.

3awmTa ot

KOMMbIOTEPHbIX aTak,
HanpaBeHHbIX Ha OTKa3
B 06CcnyxmMBaHuUn

(n. 63n)

IDS/IPS — 3awmTa ot DoS-atak. M2 — orpaHuumsaet
Konu4yecteo nogkntoveHunin K MKC. Fail2ban — 3awumuiaer
oT 6pyTdopc-atak (3awmTa oT nepebopa naponewu

M MHOTOKPATHOIO MOAK/TKOYEHNS).




. CoorBeTrcTBME 40onNoNTHUTEeNbHbIM TpGGOBaHMﬂM

MomumMo 6a3oBbix Mep, Mpukas N°117 BbigenseT gBa BaXKHbIX HaMpaBeHUs, KOTopbIe
YacTo TPebyloT OTAENbHOrO BHUMaHMS NPU NPOEKTUPOBAHUM 3aLLUTDI.

e KoHTeHT-dunbrpauus (n. 40, 59)
KoHTeHT-dpunbTp B MKC oTBEYaeT 3a 6/IOKMPOBKY HeXxXenaTenbHou nHpopmMaLlmm
Nno CnoBaM u BbiparkeHnaM. OB6HoBeHWe cNMcKoB MUHIOCTa, FOCHAPKOKOHTPONS
M CMMCOKOB COB A1 LWKOM. MakcuManbHO BbICTpoe pearnpoBaHMe Ha BO3HUKaloLME
Yrpo3bl. A MeXXceTeBOM 3KpaH 0becneyYnBaeT KOHTPO/Ib TpaduKa, BOSMOXHOCTb
GNOKMPOBKM MO reonoKaLmu,

¢ MoHuTOpUHr 6e30nacHOCTU 1 c6op cobbiTni (n. 49)
B pamkax MKC OCTIK sTo TpeboBaHWe 3aKpbiBaeTCa Yepes LeHTPaIM30BaHHOE
NOrMpoBaHue BCeX COBbITUM (MOMbITKM JOCTYMNa, MOAKIOUYEHUS NMONb30BaTENEN,
N3MEeHeHMs NPaBu, aAMUHUCTPATUBHbIE OEUCTBMSA), BEAEHWE XKYPHANOB
M BO3MOXHOCTb MHTErpauum ¢ BHewHuMmn SIEM-cuctemamm no npotokony syslog
ANs nocneayroLLero aHanmsa.

. ApxutekTypHble MexaHusMbl MKC PCTIK

Mpukas N°117 npepbsaBnseT TpeboBaHUS He TONbKO K GYHKLLMOHANBHOCTU CpeacTB
3aLWMTbl, HO U K X HAZEXHOCTU, BO3SMOXHOCTU BOCCTaHOBNEHUS nocne c6oes

W LLeHTPann3oBaHHOMY yrNpaBreHuio B pacnpeaenéHHon uHpactpyktype. MKC
OCTIK BKIOYAET TPU KNIOYEBbIX APXUTEKTYPHbBIX MEXAaHM3MA, KOTOPbIE 3aKPbIBAOT
3TU acneKTbl.

¢ Knacrepusauus
B MKC ®CT3K noppepkmBaeTcs OTKa30yCTOMYMBBIN KNacTep, paboTaloLLmMi B pexume
active/standby. Mpwu BbIxOAE aKTUBHOMO y31a M3 CTPOSA €ro GYHKLLMM aBTOMATHUYECKM
NMepexBaTbiBAOTCS PE3EPBHBIM.

¢ Pe3epBHOE KONMPOBaHMe
Py4Hoe 1 aBTOMaTU4ECKOE pe3epBHOE KOMMPOBAHME HACTPOEK CUCTEMDI, PpannoB
CTaTUCTMKMU, 6a3 JaHHbIX BEG-pecypcoB U coaepXXMMoro ¢GannoBoro cepeepa.
PerynspHoe cosgaHune Konum n TeCTMpOBaHWE BOCCTAaHOBEHUS FAPaHTUPYIOT
PaboTOCNOCOOHOCTb CUCTEMBI O,aXKE MPU KOMMNPOMETaLLUK.

e Arperaumsi KaHanoB
MNo3sonsieT 06beaAUHNTb HECKONBbKO PU3UYECKMX KaHaMOB B OAWH NTIOrMYeCcKMin
B pexxumax: failover, lacp, loadbalance n broadcast. Takoe o6begnHeHe yBenmyneaeT
NPONYCKHYHO CMOCOBHOCTb M OTKa30yCTOMHYMBOCTb CETEBbIX MOAKTHOHEHMUN, CHUXKAS
PUCK HEAOCTYMHOCTMU MHPOPMALMOHHOM CUCTEMDI.



ATINMAPATHAA NJTATOOPMA UKC RF700

KomnnekTt noctaskm MKC OCTIK

e Cepsep c npepgycTaHoBneHHbIM 10O -1 wr.

e Kabenb nutaHmsa -1 wr.

¢ [lporpaMMHbIN MexceTeBoM 3KpaH UKC - 1 wr.
_ e CD-puck c pokyMeHTaumen -1 wr.

e Qopmynap -1TwT

¢ Konus ceptudmkata ®CTIK -1 wir.

* NHcTpyKuMs no nogkntoveHuro — 1 wr.

MpeumyecTea nnatpopmbl:

1. MowHoe peLueHue gns 6bICTPO PACcTYLLMX U CPpeaHUX OPraHM3auum
po 500 nonb3oBatenen.

2. [locTynHa no ueHe.
3. MopxoanUT ANs YCTAHOBKU B CEPBEPHYIO CTOMKY.

4. MNoBbleHHaa rapaHTus - 2 roga.

XapakTtepucTukm annapaTtHom nnatdopmbl

ONEPATUBHAS MAMSITD! ..eceveereerireriessessessessessassessassessasssessessesssssssssssassessessassassassans 2x16 'b DDR5
HKECTKMM [MCK: ceeeeeeeeeeeeeeeeeeeseessseesssessessssesssssssessssessassssessssessssssessees SSD 480Th,2xHDD1Tb
CETEBDIE MHTEPMEMCDL ....vuvevenrerreereeiesesesessseesesensessssesessssesesssesssssessasssssssesn 7 x RJ-45,1T6ut/c
LUSB uHTepdelesit cuwmomusmomasaasmrassssmm s P+mDP+HDMI+Type C (DP)+DSUB
OXTTAMKOEHMEY ...cveeerreeereeereesessssessssessssessssesessasesssssssssssssassessssssessasesssesssssassassessssnssssasses aKTMBHOE
Fa6apuTHbIE PasMEPDbI (LU X T X B): c.oeeerereeiereeereeereesesenseesesessesesens 1U, 430 x 650 x 47 MM
T OO U 13 kr

MponyckHas cnocobHOCTb

MEIKCETEBOM DKPAH: cuveueerererereerererassesesessesessssssesessssessasssasesesssssssssssesessssssesessssesssssssnsas 10,5 I'6/cek
MHCNIEKTUROBAHME BSELL wiusiussmsnsssnsnsiosuousssssesssns conssessssnassnesssassasssisssassssssans sssspsassassss 2,36/cek
IP S ettt sttt et st e e s s e ne e e e s as b sa st e e s ae e sae s e ne e e a R e s e nesas et e tesasatesaanenes 3,116/cek
MeceTeBOU 3KpaH, UHCMEKTUPOBAHUE SSL, IPS: ... eeereereecreseneeesesnennns 2,1T6/cek
OpHoBpeMeHHbIX COEAMHEHUM (CC): ...urirreerreerereresnesesessessessssesessssasasssene no 3000 000

HoBbix B CeKYHAY, MAKCUMANBHO (CPS): .....ieeiererereerereeessesenssesssesssssssenesesesesesessssens 60 000



PaspaboTtumk

000 «A-Pean KoHCONTUHIr»

@ 8 800 555-92-97 @ +7 901052-77-19 4 O

@ hello@a-real.ru @ xserver.a-real.ru

anCOGAMHﬂﬁTer K HOM B colceTHdX
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