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Q Kniouesbie npenMyLecTea
MCMNoIb30BaHMUS

* Bo3sMoxHOCTb pacumpntb nuueHsuio ao 1500 nonb3oBaTtenen

® MIHTYUTUBHO NOHATHbIE MHTEPdENC U CUCTEMA YrPaBNEHUS

e BecnnaTtHbIl Kypc oby4eHus IT-cneumanucros ynpasneHuto UKC
e [locTtynHas Texnopaepxka, Bpems orseta — ao 30 cekyHp,

e BoirogHoe npopneHue

o N

O Trial-Bepcusa

BbicTpas ycTaHOBKa B KOPMNOPAaTUBHYIO CETb

MpuopuTeTHaa TexnoaaepXKa ¢ NepBOro AHA TeCTUPOBaHUSA

e [MoMoLLb B MUTPALLUM C APYTUX PELLEHU

e CoxpaHeHune HacTPOoEK NP NEPEXOE Ha MOJTHYIO BEPCUIO




. PyHkumm NGFW UKC:

3awimTa oT
HEeCaHKLUOHUPOBAHHOIO
[0CTYNa, OT BHELUHMNX

U BHYTPEHHUX Yyrpos

* MexceTeBoe 3KpaHMpoBaHMe

e CucTtemMa npegoTBpaLLeEHUs
BTOpPXXeHuM IDS/IPS

e KOHTPOSMb NPUIOKEHWUN
¢ 3awumTa Beb-pecypcoB
* [TOTOKOBbBIN AHTUBUPYC

¢ 3awuTa CepBUCOB
oT bpyTdopc-arak

e UHTerpauus c DLP- u SIEM-
CUCTEMAaMU, aHTUBUPYCAMU
M peLUueHUsIMU 119 KOHTEHTHOM
$dunbTpaumm

8

-

YpaneHHble NoAKo4YeHUs
* YpaneHHble oducbl n punmanoi
nogkntodeHue VPN Tunna site-to-site

* Mob6unbHble COTPYAHUKN/
nogkntodeHme VPN trna client-to-site

e HacTpowka MHorogakTopHoOM
ayteHTMdukaumm pns VPN

¢ [1ByxdaKkTopHas ayTeHTudUKaLms
yepes TOTP

-
YnpasneHue TpadpmrKoMm

¢ MapLpyTmsaumsa Tpaduka
e [logknoYeHve K npoBangepam

* BanaHcMpoBKa KaHanoB U NpasneHue
NONIOCON MPONYCKaHUSA

e KawwupoBaHue Tpaduka n DNS-
3anpocoB

e [ly6nukaums pecypcos

* Reverse Proxy, SMTP relay
e Arperaumusi KaHanos

e Multicast-npokcu

e DHCP-cepBep

KoHTeHTHasa ¢unbrpauus

* PacwmpeHHbIN KOHTeHT-GunbTp UKC
* BrnokupoBka ¢pannos

» [lekoanpoBaHme 1 NPOBEPKa
HTTPS-Tpadumka

¢ Beb-punsrp Garnet

YnpaBsneHne u MOHUTOPUHT

e KoHconbHbIN 1 BED-UHTEpdemnc

Beb-uHTtepdenc
* OTKa3oyCcTON4YMBas KOHOUrypaLms

e Tenerpamm-6oTt

Zabbix-areHTt

( JABBER-cepsep

e

N

KoHTponb pocTtyna

» ABTOpM3auus nonb3osaTtenen
* Active Directory / LDAP

* QopMUpoOBaHME OTHETOB

Ve

Y

dainoBbil cepeep




CNEUUNATIBHASA CITY)KBA:
NMOYTOBbLIN CEPBEP

Ncnonb3oBaHmne moaynsa B coctaBe MKC aKoHOMUT BrogKeT opraHusaumm

. 3awuULLEeHHDbIN cepBep KOPrNopaTUBHOM MOYTDI

. Bxogawum / ucxogawmimn SMTP-penen

4 N\

O Bo3MOXHOCTH

O 3awmTta oT cnama
MOYTOBOro cepBepa

e BcTtpoeHHas cuctema 3aumThl Kaspersky AntiSpam

OT Cnama

Rspamd
e [lepepava Nucem no
3awmndpoBaHHOMY KaHany

SpamAssassin

YepHble cnucku DNSBL

e CHopLumK nucem
B * Mopnep»xka cepbix cnnckos (GreyListing)

e KBOTblI Ha 06BEM NMOYTOBbIX

SILLUKOB
e DUNbTPbI MOYTbI U PACCHINIKU O HononHuTtenbHasa sawuTa
no4YTOBOIO CepBepa

* Pe3epBHOE KONMMPOBaHME MOYTbI

* BctpoeHHas Be6-nouta * AHTMBUpPYCHas NPOBEPKa BIIOXEHWUIA:

] ﬂleneru poBaHWe goctyna K CIamAV, Kaspersky AntiVirus
NOYTOBbLIM fALLIUKaM * Fail2ban pns sawmTbl ot brute force

 MMo4yToBas CTaTUCTUKA arak

* MpoBepka n pobaBneHune
DKIM-nognucen

® YepHbie n 6enbie CNUCKU NOYTOBbIX
appecos, IP-appecos u ¢ppas




CrNEUUNATIbBHAA CITY)KBA:
IP-TEJIE®OHUA

Ncnonb3oBaHmne moaynsa B coctaBe MKC aKoHOMUT BrogKeT opraHusaumm

. OcHoBaHa Ha Asterisk

. LLindppoBaHMe BbISOBOB UCK/TIOYAET NpocnyLmBaHue

WHTYUTUBHO NOHATHbIN MHTepdenc ansa ynpaBneHus
npaBuiamMm

. He TpebyeTtcs cneuunanbHoe ob6opynoBaHue

-

O OCHOBHbIE BO3MOXHOCTU

» [onocoeoe MHoroypoBHeBoe MeH1o (IVR)

¢ Moppep)Kka ouepenm 3BOHKOB, UX MEpPEXBaT U NepeHanpaBneHne
e OTCneXxuBaHUe aKTUBHbIX BbISOBOB B PEXUME pearibHOro BPpeEMEHMU
* 3anucb 3BOHKOB

¢ BO3MOXXHOCTb HAaCTPOMKM rosI0OCOBOM MOYTbI

* BcTpoeHHbIV 6pay3epHbiv Beb-codpTdoH Xphone

¢ [poBepeHne KOHpEpPEHLUI, B TOM YUCTIE C BUOEOCBA3bIO

O MoppepxmBaeMbie KOOEKMU

e G.711 A-law e G.726 e VP8 Video
e G.711 p-law e G.729 e H.264 Video
¢ G.722 HD e GSM * VP9 Video

. G-723 ® Opus




BCTPOEHHbIV MOAOYNb:
KOHTEHT-®UNbTP

. BXOAMUT B CTOUMOCTb OBLLLEN NNLLEH3UMU

. CootBetctByeT Tpeb6oBaHmam O3 N° 436, 3 N° 139

4 g

Q OcobeHHOoCcTU KOHTeHT-punbTpa UKC

DunbTpyeT TPadpurK NO KNHOHEBLIM C/IOBaAM M BbIPaXKEHUAM

3anpochbl Nonb3oBaTenen K NoMCKOBbIM CUCTEMaM MPOBEPSIOTCS eLue
00 OTOBpaXKeHUs UX B MOMCKOBOM Bblgaye

He)xenaTtenbHbi canT 6110KMpPYETCsl, UCXOASA U3 aHANM3a COOEPIKALLLErOoCs
Ha HEM KOHTEeHTa

Copepxut cnmnckm MuHrocta, PockoMHag3sopa 1 locHapKOKoHTpons

CnMCKK 3anpeLLeHHbIX MaTepuranos perynsapHoO 06HOBASIOTCS

S /

Knioyesble npenmyuectsa unbvrpaumum B UKC

* LleHTpan1M3oBaHHbIM KOHTPO/b A0CTYNa B UHTepHET Yepes eguHbIv MHTEPdENC

* Bo3MOXHOCTb 3apaBaTh Pa3Hble NpaBuna AoCTyna gnd rpynn nonb3oBaTenem
1 OoTOENIbHbIX COTPYAHUKOB

¢ OTYETHOCTDb MO NONIb30BATENSAM U rpynnamM

KoMy 310 BaXkHO?

& [ocynapcTBeHHble ﬁ Kommepueckue H O6paszoBaTenbHble
yypexpaenHus — KOMMaHWUM — MOBbILLEHWE opraHusaumm —
NCNONHEHWE NPOAYKTUBHOCTM pPaboTbl 3aLMTa yYaLmxcs oT
TpeboBaHMi COTPYAHMKOB M KOHTEHTa,
perynmpyroLLMx OpraHos knbepbesonacHoOCTH NPUYNHAIOLLLEro Bpea,
" 3aKkoHos PO VX 30,0POBbIO U

pPa3BUTUIO




OONOSTHUTESIbHbIN MOAY/b: GARNET
WEB FILTER

CucrteMa aBTOMaTU3UPOBAHHOM KaTeropmsauum CamTos,
paspaboTaHHas B TEXHONOrMHECKOM NapTHEPCTBE
c «JlabopaTopuen Kacnepckoro»

PeweHne ncnonb3yeTt aJirOpUTMbl MAaLLMHHOIO O6y4eHuns
W cTaTu4Yeckue 6asbl i TOMHOM Knaccndpmkaumum canTos

/
O Knrouyesble npenMyLecTea

* AnroputMbl UM aHanusmnpytoT copepxaHne Be6-CTpaHuL, U aBTOMaTUYEeCKH
onpepnensitoT KaTeropuio

e PerynsipHoe o6HOBNEHME AaHHbIX 4151 KAaTeropmnsaLmm Cautos

36 kaTteropun. ONTUManbHO CTPYKTYPUPOBaHHas cuctemMa punbTpaLmm

e

Kateropuu cantos

BpemoHocHoe MO & Penurna XoCTUHr

CalTbl 45 B3pOCNbIX & MapkeTrnneincol A3apTHble 1rpsbl

3anpeLuLéHHbIA KOHTEeHT Mowck paboTsl Beb-pecypcoi B ceTu Tor

) &

G )

G ) &

&, Onepaumm C KOHTEHTOM &, 3HakoMcTBa & Kade, pectopaHbl, epa
& CoumaneHsle cetu &, MepguumrHa 1 300poBLE &1 My3blka 1 no33ua
[E] Kommepueckme caiTbl &] @UHAHCb! N SKOHOMMKA [E] XKuneoTHble

[_‘E] Hosoctu 1 nonutuka &J BoeHHas TemaTuka 1 opyxue [_‘E] HapkoTukm

[E] Hocyr [% Hayka v 3HaHre [E] Ankoronb 1 Tabak
[E] Kynna-npopaxa [% Xob6u [E] MecceHpkepb
['E] MHdopMaLmoHHbIE TEXHONOTUK &] Peknama v cnam [E] KpuntosantoTa
[E] [oCynapCTBEHHbIE yHpPeXaeHns &] Mo4Ta [E] Mrpsl

[E] CaliTbl TEXHUYECKOTO Ha3HaYeHWs & MNouckoBble cucTemsl [E] Cnopt

MpuobpeTaeTcs AONONHUTENBHO. JIMLLEH3UPYETCA MO YUCY NONb30BaTENEMN.
BecnnaTHbIN TecToBbIM KNtod Ha 30 aHen




AHTUCTIAM
JIABOPATOPUUN KACIMEPCKOIO

@® Bbicouyanumi ypoBeHb @® Pabotaer c SMTP-TpadpuKom,
obHapyxeHus cnama npm npoxoasuimm Yyepes MKC (nouta Ha
MUHUMaNbHOM YPOBHE JIOXHbIX NKC, SMTP-peneir)

cpabaTbiBaHMM
@® DSKOHOMUT BPEMS COTPYAHUKOB

@ Onpep,eneHMe 4 GHOKHpOBKa Ccnam- Ha OTKPbITHUE U YOaneHHUe HeEHYXHbIX
PaccCbINNIOK B pexmnMme peajibHOro nmncem
BpeMeHHU

Knro4yeBble TEXHONMOrMm 3aLLmTbl OT Cnama

. MG'TO,EI,bI 06Hapy}l-(EHHSI cnamMma Ha oCHoBe MallMHHOIo OGyHEHHﬂ

* JIMHrBUCTUHECKNI U CHFHaTyprIﬁ aHalnm3

AHanus no popmanbHbIM aTpnbyTaM (3aronoBok, pasMep, oTNpPaBuTesNb)

O6HapyxeHue rpadpuyeckoro cnama

AHTUPULLIMHT

( MpuobpeTaeTca [ONOAHUTENBHO. JIULLEH3UPYETCS NO YNCNY NONMb30OBaTENEMN.
BecnnaTHbIM TecToBbIM KNtoY Ha 30 aHen




AHTUBUPYC
JIABOPATOPUUN KACIMEPCKOIO

@ BbicoKasi CKOPOCTb peakumum Ha He6e3onacHbIN TpadpUuK
® BnoknpoBKa yrpos go Mx NPOHUMKHOBEHUSA B CETb

® 3awmTa KOPNOPaTUBHOM CETU U FOCTEBbIX YCTPOUCTB

NMouyeMy BaXKHO UCNONb30BaTb aHTUBMPYC Ha wItose?
¢ JWeNnoHNpPOBaHHas 3aLLMTa ceTn obecneymBaeT LEeNnoCcTHOCTb MHbOPMaL M.

e OCTaHOBUTb BUPYC Ha BXOAE B CETb Nlerye, 4YeM BbiIBNATb U IeYUTb ero Ha
MHoXecTBe (K.

e CHuaeTca PUCKUN YTEHKU O,aHHbIX U3-3a oWMnBOK Nonb3oBaTeneun.

Knio4yeBble TEXHONMOTMM aHTUBUPYCHOMU 3aLLLUTDI

e CUrHaTypHbIX aHANM3 NO3BOJIAET BbINOJHUTbL NPOBepPKYy darnos rno 6ase
M3BECTHbIX CUTHaTYP.

. 3BpHCTH‘-[ECI(MFI aHalIM3 Nno3sondeT 6110Kl4pOBEITb He TONbKO
M3BECTHbDbIE YITpPO3bl, HO U YIrpo3bl HYJ1IEBOIO YPOBHHA.

e CkaHupoBaHue n o6paboTka ¢paiinos Bcex U3BECTHbIX GOPMaTOB,
CKaHMPOBAHME MHOIMOKPATHO 3aMNaKoBaHHbIX APXMBOB.

* AHanus 60MbLNX JaHHbIX, NOALEPXXKA MHOTOMOTOKOBOW 06paboTKM OaHHbIX,
OEeTEKTUPOBaHUE BPeAOHOCHbIX 1 ¢uwmnHrosbix URL.

MpuobpeTaetca AONONHUTENBHO. JTULLEH3UPYETCS NO YUCNY NONb30BaTeNeMN.
BecnnatHbin TecToBbIM KNtoYd Ha 30 aHen




SURICATA RULES FEED
JIABOPATOPUUN KACIMEPCKOIO

. E>xegHeBHble O6HOBNEHUA AN O6HAPYXEeHUS HOBEULUUX Yrpo3

. Bonee 7 000 npasun

. YnpaBneHne noBeaeHUEM 3aLuTbl NPU cpabaTbiBaHUU NMPaBUII

o &
Suricata Rules Feed — Habop npaBun gns cucTteMbl NpeaoTBpaLLeHns
BTop>XeHun (IDS/IPS) c uenbio HapEeXXHOM 3aLLMTbl MoSib30BaTenem oT
CaMbIX COBPEMEHHbIX KNbepyrpos.

B npouwecce pa3paboTku NnpaBu UCMOMb3YIOTCS 3KCNEPTHbIE CEPBUCHI,

B TOM YMcne aBToobpaboTKka BpeaoOHOCHbIX MPOrpaMM, NecoYHuLbl,
Botfarmu . o.

KaTteropuwm yrpos
@ APT (tapreTMpoBaHHble yrpo3bi)

® Botnet C&C
(weHTpbI ynpaBneHns 60THETaMM) ® SkcnnowuTbl

® [lMporpamMmbi-BbiIMOraTenm

® baHKOBCKME TPOsiHbl U CpeacTBa ® XakepcKue MHCTPYMEHTDI

NOXWULLLEEHUS NEePCOHaNbHbIX AAHHbIX o
H P A ® Kpunto-maiiHepbl

® DNS-TyHHEnwu

MpurobpeTtaetca AONoONHUTENDBHO. JTULLEH3UPYETCS MO YMUCAY NONb30BaTENEMN.
BecnnaTHbIX TeCTOBLIX KNtoY Ha 30 aHen




AMMAPATHASA NMJNTATOOPMA UKC RF50

KoMnnekTt noctaBkm MKC ®CTIK

¢ MuHuM-KOMMNblOTEP C NpeaycTaHoBneHHbIM MO -1 wr.
e Bnok nutaHusa -1 wr.
e MporpaMMHbIn MexceTeBomn aKpaH MKC -1 wr.

¢ NHCTpYKUUSA No nogknoveHuto =1 wrT.

NMpenmywecTBa nnardpopmbl:

e Cb6anaHcMpoBaHa rno NPousBoAUTENIbHOCTU U CTOMMOCTU N1 OpraHu3aLumn
po 50 nonb3osartenen.

. Manora6apMTHa9|, He TpEGy&T cneumanbHOro Mecta B noMeLleHUN.

e Hu3KWMK ypoBEHD LLIYyMA, MOXET CTOSTb faXe B pabo4veM kabuHeTe.

ONM4eCcTBO NOMb30OBATENEMN el 1HETCA NOo yCpeaHeHHoMY N ANKD COTPYOHWK
Konu4ecTteo nonb3oBaTenen onpeners C 1 p O NPOQUI CC y a

XapaKTeprCcTUKKM annapaTtHou niat¢dopmbl

ONEPATUBHAS MOMSITDY ..c.eeveneeneenieneaaesessesseseeseesesesassssssssssssaesseseessesessssessessessensesessssssnes 8 'b DDR3L
HKECTKMM LMCKS «eeeeeeeeeeeeeeeeseesseessesssesseseesmsesnesnssensenssessesssesmessesssessesns ...SSD M.2 po 256 b
CeteBble wHTepd:eMCbl .................................................................................. 3 x RJ-45,1T6ut/c
USB UHTEPPEUCHI: ....cceeerreeeeeeenreeeeaensnneneeenes 1 X USB 2.0, 1x USB 3.0 - pasbemsl type A
(217 T a =T 0] =1o) b (o) x 1x HDMI port
OxnaxpeHwe: ............ cerrerssssssssssinsssennsenenees. [IACCUBHOE (6€3 BEHTUNATOPA)
Fa6aputHble pCIBMepr (LIJ X Fx B) ....................................................... 137,0 x 130,4 x 31,5 MM
IMOCCQ: ..ttt sttt ettt et e sttt s st e et esa st e sasnenenee 0,4 + 0,04 kr

HPOHYCKHHFI CNocobHOCTDb

MK CETOBOM DRPIOHS sssvevisssnissssrssssnssuessssssssssesssiaissomssssossses s imassiusssaismssasssnsasssssssnsssssnss 0,9 I'6/cek
UHCNERTAPOBARING SO iuommvimmseismrssissssonnisvisirssinsyssssimesisisinseosisrisssssion 0,2 I'6/cek
IPSwuimmsamnsssmusmsimin O — 0,2 I6/cek
Me)xceTeBoOM 3KpPaH, MHCI‘IEI-(TVIpOBCIH G 5SS IPSY numussnnsmwnnmssmmsrss 0,2 I6/cek
OpHoBpeMeHHbIX coeguHenni (CC): .......... s e et e s no 400 000

HoBbix B ceKyHAY, MOKCUMAIBHO (CPS): ....c.uicceeeecreesernreneeensssssensasasnssssssssnessasasaesens 2500



YaT nonb3oBarene

PaspaboTumk

O00 «A-Pean KoHCANTUHI»

@ 8 800 555-92-97 @ +7 9010527719 4 O

@ hello@a-real.ru

@ xserver.a-real.ru

NMpucoegnHAaUTECb K HOM B COLLCETAX

=
=
(@]

B MAX

Tenerpam-var
nonb3oearenen NKC

EJ

B MAX

Tenerpam-kaHan
NKC

::.F":d:

Coobuwectso MKC
Bo BKoHTakTe

Brnor UKC
Ha AHpekc.[3eH

ByabTe B Kypce cobbiTum

UKC


tel:+79010527719

