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NGFW UKC

O6ecneymnBaeT BbiNONHEHUE TPEOOBaHUI:

( 436-93,139-03 j ( NN P® N°1875

] ( Ykas lNpesupeHTa N°250]

MporpaMMHas YacTb BK/ItOYEHA
B EQMHBIN peecTp poccumckmnx
nporpamm ans 5BM um 6a3
BaHHbIX MuHUumdpbl Poccnmn

PeectpoBas 3anucb MO N°322

AnnapaTtHas nnatdopma BHeCEHA
B EQMHbBIN peecTp poccmnimckomn
PagMO3NEKTPOHHON NPOAYKLMN
MuHnpomTtopra Poccmumn

PeectpoBas 3anucb N° 10668594

O KnioueBble npenMyLLLecTBa

NCnoJjib3o0BaHuMA

* BO3MOXHOCTb paclumpuTb nuueHsuto go 1500 nonb3oBatenemn

® VIHTYUTUBHO MOHSITHbIE MHTEPdENC U CUCTEMA YNPaBEHUS

e BecnnaTHbIM Kypc obyyeHus IT-cneuyanmctos ynpasneHmio MKC

e [locTynHas Texnoaaepxka, BpeMsa oteeTa — 0o 30 cekyHp,

BbirogHoe npogneHue

/
Q Trial-Bepcus

BbicTpas ycTaHOBKa B KOPNOPATUBHYIO CETb
MpuopuTeTHas TexnoaaepKKa C NEPBOro AHSA TECTUPOBAHMUS
e [MoMoLLb B MUTPALLUM C O PYTrMX PELLEHUM

¢ CoxpaHeHue HacCTPOoeK Npu nepexone Ha rnosiHy BEPCUIO




‘ ®yHkumm NGFW UKC:

3awmTa oT
HEeCaHKLLMOHUPOBAHHOIO
[OCTYyNa, OT BHELUHUX

M BHYTPEHHUX Yyrpos3

* MexceTeBoe 3KpaHUpPOBaHMe

» CucteMa npeaoTBpaLlLeHMs
BTOpPXEHUI IDS/IPS

* KOHTPO/b NPUIOXEHUN
* 3awmTa Beb-pecypcos
* [MOTOKOBbIA aHTUBUPYC

* 3awmTa CepBUCOB
oT 6pyTdopc-atak

* NHterpaumnsa c DLP- n SIEM-
cUCTEMamMu, aHTUBUPYCaMM
N PELLUEHUAMWN 019 KOHTEHTHOM
dunbTpanmm

%,

P
YpaneHHble NogKNtoYeHus
* YpaneHHsble oducbl u dunumansl

nogkntoderme VPN tuna site-to-site

e Mo6unbHble COTPYaHUKK/
nogkntodeHme VPN Ttuna client-to-site

e HacTpoika MHOrogaKkTopHOM
ayteHTudumkaumm ana VPN

» [1ByxdakTopHas ayTeHTUdUKaLms

YnpaBneHue TpapmuKomM

* MappyTtusaums Tpadumka
* [NopgknioyeHue K NpoBangepam

* banaHcupoBKa KaHanoB U NpasneHue
MoNocor NPonycKaHusa

* KswmnposaHue Tpadpumka n DNS-
3anpocoB

* [Ny6bnukaums pecypcos

* Reverse Proxy, SMTP relay
* Arperauuvs KaHanoB

* Multicast-npokcu

* DHCP-cepsep

-

( JABBER-cepeep
.

yepes TOTP

KoHTeHTHas ¢unbTpauus

* PaclumpeHHbit KoHTeHT-punsTp NKC
* BrnokupoBka dannos

o [lekoamnpoBaHMeE N NPOBEPKA
HTTPS-Tpadmka

* Beb-dunbtp Garnet
.

)’npaBneHMe M MOHUTOPUHT

* KOHCOMbHbIN 1 BEG-UHTEpPdENC

Be6-uHTepdeic
e OTKasoycTon4MBas KOHUrypaLms

* TenerpamMm-60T

Zabbix-areHT

KoHTponb gocryna

. ABTOpM3a L4 non b3oBaTenem

* Active Directory / LDAP

¢ QopMUPOBaHME OTHETOB
N

dannoBbin cepBep

e




CNELUATIbHASA CJTY)KBA:

MOYTOBbINA CEPBEP

Ucnonb3oBaHue Mopynsa B coctaBe MKC sKOHOMUT BrogpKeT opraHu3aumm

. 3alULLEeHHbIN cepBep KOPNOPAaTUBHOM NOYTbI

. Bxopawwmi / ucxogawmii SMTP-penen

-

O BO3MOXHOCTHU
NOYTOBOrO cepBepa

° BCTpoeHHaﬂ Ccnctema 3aLlliThbl
OT CnamMa

e [Mepepaya nucem no
3awmndppoBaHHOMY KaHany

e COopLLMK NUCEM

¢ KBOTbl HAa 06BEM MNOYTOBLIX
ALLLUKOB

* DuUnbTPbI NOYTbI M PACCHINKK
* Pe3epBHOE KOMNMMpPOBaHWE NOYTbI
* BcTpoeHHas Beb6-nouTa

¢ [lenernposaHune pocryna K
MOYTOBbLIM SILLLMKaM

e [loyTOoBas CTaTUCTUKA

* [poBepka n pobaBneHue
DKIM-nopgnucew

* YepHble 1 6enbie CNUCKU MNOYTOBbIX
appecos, IP-agpecos u ¢ppas

O 3awmTa oT cnama

Kaspersky AntiSpam

Rspamd

SpamAssassin

YepHbie cnncku DNSBL

* Moppepxka cepbix cnuckos (GreyListing)

O [ononHuTenbHas 3aLLMTa
MOYTOBOro cepeepa

e AHTUBUPYCHasi NPOBEPKA B/IOXEHUMN:
ClamAV, Kaspersky AntiVirus

e Fail2ban gna 3awmtbl ot brute force
aTak




CNEUUNATIbHAA CITY)KBA:
IP-TEJIEPOHUA

Ucnonb3oBaHue Mopyns B coctaBe MKC aKOHOMUT BropyKeT opraHusaumm

‘ OcHoBaHa Ha Asterisk

. LLindpoBaHme BbISOBOB UCKIOHAET NPOoCiyLLUMBaHUE

UHTYUTUBHO NOHATHbIN UHTEpdENC Ag ynpaBneHus
npaBuiaMm

. He TpebyeTtcs cneuymnanbHoe o6opypoBaHue

-

O OCHOBHbI€ BO3SMOXXHOCTM

e [onocoBoe MHoroyposHeBoe MeHto (IVR)

e MopoeprKka odepenm 3BOHKOB, UX NMEPEXBAT U NepeHanpasnieHme
e OTCne)xmBaHMe aKTUBHbIX BbI3OBOB B PEXMME peasibHOro BPeMEHMU
¢ 3anuncb 3BOHKOB

® BO3MOXXHOCTb HAaCTPOMKU FONIOCOBOM MOYTbI

e BcTpoeHHbIM 6pay3epHblii Be6-codpTdoH Xphone

¢ [MpoBepeHne KOHbEPEHLUIM, B TOM YNCTIE C BUOEOCBSA3bIO

O NMoppep)xmBaeMbie KOOEKHU

e G.711 A-law e G.726 e VP8 Video
e G.711 p-law e G.729 e H.264 Video
e G.722HD e GSM e VP9 Video

« G723 « Opus




BCTPOEHHbI MOAY/b:
KOHTEHT-OU/bTP

. BxopuTt B cTOMMOCTDb O6LLLEN NULLEH3UN

‘ CootBeTtcTByeT Tpeb6oBaHnaMm O3 N° 436, 3 N° 139

- A
O OcobeHHoCTU KOHTeHT-punbTpa UKC

e OunbTpyeT TPAdUK MO KNHOYEBDLIM CIOBaM U BbIPaXEHUSIM

* 3anpochbl NOMb30BaTeNEN K MOMCKOBLIM CUCTEMaM MPOBEPSIOTCS eLLe
A0 OTO6pPaXKeHUsa UX B MOUCKOBOM Bblgaye

* HexxenarenbHbl CAUT BITIOKMpPYETCS, UCXOASA U3 aHANM3a COAEPIKALLETOCS
Ha HEM KOHTEHTa

e Copepxut cnuckun MuHiocta, PockoMHap3sopa 1 FlocHapKOKOHTpo s
¢ CnuMCcKM 3anpeLLeHHbIX MaTepUarnoB perynsipHoO 06HOBNSAIOTCA

L o

KnioueBbie npenmMywiectea punsrpauum B UKC

* LleHTpanu13oBaHHbIM KOHTPOSb AOCTyNa B UHTepHET Yepes eguHbIN MHTepdeNc

* BO3MOXHOCTb 3ag,aBaTh Pa3Hble NpaBuia gocTyna ans rpynn nosib3osartenem
N OTAENbHbIX COTPYOHUKOB

e OTYETHOCTb MO NONIb30BATENSAM U FPynMnam

KoMy 3T0 BaXKHO?

& TlocymapcTBeHHble ﬁ Kommepueckne H Ob6pasoBaTenbHble
ydpexageHns — KOMMaHWWM — MNoBbILLEHWE opraHusaumm —
WMCNONHeHue NPOLYKTMBHOCTM PaboTbl 3aLLMTa yYaLLMxcsa oT
TpeboBaHM COTPYAHWKOB M KOHTEHTa,
perynmpyroLLLmMx OpraHoB KnbepbesonacHoCTH NPUHUHSIOWLErO Bpeq,
n 3akoHoB PO WX 300POBbIO U

PasBUTUIO




OONONMHUTENbHbLIU MOAYb: GARNET
WEB FILTER

CucremMa aBTOMaTU3MPOBAHHOM KaTeropusawu,um CamTos,
paspaboTtaHHas B TEXHO/IOTMYECKOM NapTHEpPCTBE
c «JlabopaTopueu Kacnepckoro»

. PewweHue ucnonbsyeTt anropuTMbl MAaLLIMHHOIO OBy4YeHuUs
U cTaTudeckue 6asbl s TOYHOU KnaccudpuKaumum CamTos

#
O KniouyeBble npenMyLLecTBa

e Anroputmbl U aHannsmpyroT copgepixaHue Bed-CTpaHuL, M aBTOMaTUYECKHU
onpenensoT KaTeropuro

e PerynsapHoe obHoBNeHue AaHHbIX ON4 KaTeropmnsauumm canToB

36 kaTteropuit. ONTUManbHO CTPYKTYPUPOBaHHAsA cuctema GunbTpaumu

F »

KaTteropuu cantos

BpenoHocHoe MO &] Penurusa XoCTUHr

CalnTbl 4N8 B3POCbIX &J MapkeTnnencs A3apTHble nrpsl

3anpeLLéHHbIN KOHTEHT Mowuck paboThbl Be6-pecypcol B ceTn Tor

Onepaumn ¢ KOHTEHTOM 3HakoMcTBa Kade, pectopaHsbl, ega

CoupanbHble ceTH MepguumHa v 300poBLe My3bIKka 1 No33u1s

PPRPPERPRRPERRPRRE
PPPPPRRRRPRPPR

&

&

&
Kommepueckne caiTol &j DrHaHChI U 3KOHOMWKA HKumeoTHble
HoBocTu 1 nonutka & BoeHHas TemMaTmKa 1 opyrkume HapkoTukm
Hocyr &l Hayka v sHaHue Ankoronb 1 Tabak
Kynns-npopaxa &l Xob6m MecceHarepsl
NHdopMaLMoHHbIE TEXHONOM MM & Pexknama 1 cnam KpunToBantoTa
locynapcTBeHHbIE yYperaeHUs &l MouTa Wrpsl
CalTbl TEXHWHECKOrO HazHa4eHMs [5 MNowckoBble cUCTEMBI Cnopt

MpuobpeTaeTcsa AONONHUTENBHO. JTULLEH3UPYETCS NO YNCNY NOSib30OBaTeNnen.
BecnnatHbIX TecToBbIM KNto4d Ha 30 aHen




AHTUCIAM
JTABOPATOPUUN KACIMEPCKOTO

® Bbicovyanwmnit ypoBeHb @® Pab6otaeTt c SMTP-Tpadukom,
obHapyxeHus cnama npm npoxogawum yepes UKC (nouyTa Ha
MUWHUMaNbHOM YPOBHE JIOXKHbIX NKC, SMTP-penen)

cpabaTbiBaHUM
@® DKOHOMWT BpeMs COTPYAHUKOB

® OnpepeneHune n 610KUPOBKA CNaM- Ha OTKPbITUE N yaaNeHNe HEHY)KHbIX
PacCbl/IOK B peXUMe peanbHoro nucem
BpPEeMeHU

KnroyeBble TeXHOTOrMu 3aLWuUTbl OT CNamMa

e MeTopgpbl 06Hapy)KeHm| cnaMa Ha oCHoOB& MalLUMHHOTIOo 06yquM9I

® JIMHrBUCTUYECKNIM U CUTHATYPHbIA aHanus3

AHanus no dopmarnbHbIM aTpnbyTaM (3aronoBok, pasmep, oTnpaBuTenb)

O6HapyxeHune rpadpumyecKkoro cnama

AHTUOULIMHT

MpuobpeTtaeTca AONONHUTENBHO. JINLEeH3MpyeTCs No YUCY NoNb3oBaTeNemn.
BecnnaTHbIN TecToBbIN KNtod Ha 30 gHewn




AHTUBUPYC
JIABOPATOPUUN KACTIEPCKOI'O

@ BbicoKasi CKOPOCTb peakumum Ha HebesonacHbIN Tpadpuk

@ EnoKupoBKa yrpos Ao nx NPOHUKHOBEHUS B CETb

® 3awmTa KOPNOPaTUBHOM CETU U FTOCTEBbIX YCTPOWUCTB

NMouyeMy Ba)kKHO UCNONb30BaTb aHTUBUPYC Ha LLtO3E?
b 3LLIeJ'IOHMp0BaHHaFI 3alnTa ceTn obecneuyunBaeTr LenoCTHOCTb MHq)OpMaLI,VIM.

e OCTaHOBUTb BUPYC Ha BXOAeE B CETb JiIer4ye, YeM BbISIBNATb U JIEYUTb €ro Ha
MHOXecTBe [K.

* CHuxKaeTcs PWUCKM YTEYKKM O,aHHbIX N3-3a OWMBOK nosnib3oBaTenen.

KnrouyeBble TexHONOrmu aHTMBMpyCHOﬁ 3alUunThbl

e CUrHaTypHbIM aHanus rno3BosIsSieT BbIMOJHUTb NPOBEPKY ¢aitnos no 6ase
M3BECTHbIX CUTHATYP.

* DBPUCTUHECKUIM aHANM3 NO3BONAET 6/TOKMPOBATb HE TONTbKO
M3BECTHbIe YrPo3bl, HO U YIrPO3bl HYNIEBOrO YPOBHS.

e CKkaHMpoBaHue 1 06paboTka pannos Bcex U3BECTHbIX GpOpPMaTOB,
CKaHMPOBaHME MHOIMOKPATHO 3aMaKOBaHHbIX apPXMBOB.

* AHanus 60nblUMX OaHHbIX, NOAAEPXKA MHOTOMOTOKOBOW 06paboTKM OaHHDbIX,
AeTeKTUpoBaHMe BPeaoOHOCHbIX 1 ¢puLlunHroebix URL.

MpuobpeTaeTca foNONHUTENBHO. JTULEH3UPYETCSA NO YNCTY NONb30OBaTEeNEMN.
BecnnatHbIX TecToBbIM KNto4d Ha 30 aHen




SURICATA RULES FEED
JTIABOPATOPUUN KACIMEPCKOTO

‘ E)xepgHeBHble O6HOBIEHUSA A1 OOHapY)XeHUs HOBEMULLUX Yrpos3

. bonee 7 000 npasun

‘ YnpaBneHue noBegeHueM 3aL,uTbl Npy cpabaTbiBaHMM NPaBUII

-

~N
Suricata Rules Feed — Habop npaBun pgns cucteMbl NpegoTBpPaLLEHUS
BTOp>XeHum (IDS/IPS) ¢ uenblo HagEeXXHOM 3aLWUTbI NOSib30BaTeNemn or
CaMbIX COBPEMEHHbIX KUbepyrpos.

B npouecce pa3spaboTku npaBui UICNOJIb3YIOTCS SKCMEPTHbIE CEPBUCHI,

B TOM YuUcCie aBToo6paboTKa BpeaoOHOCHbIX MPOrpaMM, NeCcoYHMULbl,
Botfarmwur. .

KaTteropum yrpos

® APT (tapreTMpoBaHHbie yrpo3bi)

® Botnet C&C
(LeHTpbI ynpaBneHusa 60THeTaMK) ® >Skcnnoutbl

® lporpaMMbl-BbIMOraTenm

® BGaHKOBCKMe TPOosiHbI U CpeacTBa @® XakepcKue MHCTPYMEHTDI

noxumuieHmsa nepCcoHas/ibHbIX OaHHbIX

® KpunTto-manHepbl

® DNS-TyHHeEnu

MpuobpeTaeTca fOoNONHUTENbHO. JTNLLEH3UpPYeTCA NO YUC/Yy NONb30OBaTENEMN.
BecnnatHbIN TecToBbIM KNtod Ha 30 gHen




ATINMAPATHAA NJTATOOPMA UKC RF50

KomMmnnekTt noctasku MKC OCTIK

¢ MuHM-KOMMbIOTEP C NpepycTaHoBneHHbiM MO -1 w.

Bnok nutaHua -1 Wwr.

MNporpaMmHbIn MexceTeBoM akpaH MKC -1 wr.

NHCcTpyKLUMa No nogknodeHuto — 1 wit.

MpenmMyLecTea nnatpopMbi:

e C6anaHcMpoBaHa Nno NPOoM3BOAUTENbHOCTU U CTOMMOCTU NS OpraHM3auumn
no 50 nonb3oBaTteneu.

. ManoraGapmHaﬂ, He Tpe6yeT cneuuanbHOro MecCta B nomMeLlleHnn.

* HW3KMI ypOBEHD LLIYMA, MOXXET CTOATb JaXKe B paboyeM KabuHeTe.

XapakTepucTukm annapaTtHon nnat¢gopMbl

ONMEPATUBHOS MOMSITDY ...ueevererreienensiteseesestessessssessessssessessssessessssessessssassesssssessssessesssses 8 I'b DDR3L
WECTRIAN JIVICIG s st i s R T R e s SSDM.2 po 256 b
CETEBDIE MHTEPQEUCDL: ....cueeeereeeeeererererenseresesesesesesesesssesessssesssssesessssesssssaseses 3 x RJ-45,1T6ut/c
USB MHTEPPEMCDI: ... 1xUSB 2.0, 1x USB 3.0 - pasbemsbl type A
BULLEOBDBIXOL: .....eeeeeieneiieieieeececcsteeeescsesessssesessssaesessssasssssssasesssssesesssssessssesaesssssassssnns 1x HDMI port
OXTTOKIEHUE: .eveeeereerererveressessessessosessesssssssessessssessessssessessssenans naccmeHoe (6e3 BeHTUNsATOPA)
Fab6apuTHbIE PASMEPDbI (LLI X T X B): w.vcreceicreenencreereesiesseeseesesesnene 137,0 x 130,4 x 31,5 MM
1 (e Tl (o bR 0,4 £ 0,04 kr

MponyckHas cnocobHOCTb

MEIKCETEBOM DKPOH: cuvcverrererereererssseseressessasssasesesssssssssssesessssssesessesessasssasessssssesssssssansens 0,9 I6/cex
WHCTIEKTNROBAHME S5 oucuusasonsonsousnsssmnssssssnnnsinmsnssssessssssossssssensussss s esssssssssssssasssssuass 0,2 6/cek
IP S eeeeeeeeeeeeeeseeeseaseesesass s st s st s st s s e s s e s s e st e sate s et e st s e e ae e ae s se s s s asesansanenseentaentesnts 0,2 6/cek
MeXceTeBOU 3KPAH, MHCMEKTUPOBAHUE SSL, IPS: ... reeeecnernennenneeeeenees 0,2 6/cek
OpHoBpeMeHHbIX COEANHEHUM (CC): ..rncrreieererseresnsssnesessssessssssssssesesasns po 400 000

HoBbix B CeKYHAY, MAKCUMATBHO (CPS): ....coieeeeeeieicreeninineesesesenessssssssesessnsssssssssssasasesesens 2500



PaspaboTtumk

000 «A-Pean KoHCONTUHIr»

@ 8 800 555-92-97 @ +7 901052-77-19 4 O

@ hello@a-real.ru @ xserver.a-real.ru

anCOGAMHﬂﬁTer K HOM B colceTHdX
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tel:+79010527719

