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lMporpamMMHas YacTb BKIOYEHa AnnapaTHas nnatpopma BHeceHa
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O Kniouesbie npenMyLecTea
MCMosIb30BaHUS

* Bo3MOXXHOCTb paclumputb nnueHsuio o 1500 nonb3oBaTtenen

® NIHTYUTUBHO MOHSATHbIE UHTEPdENC U CUCTEMA YNPABNEHUS

e BecnnaTtHbIl Kypc oby4enus IT-cneumanucros ynpasneHuto MKC
e [locTynHas TexnopgpepxkKa, Bpems oreeTa - Ao 30 cekyHpa,

e BoirogHoe npognexHue

4 N

O Trial-Bepcusa

BbicTpas ycTaHOBKa B KOPNOPAaTUBHYHO CETb

MpuopuUTeTHaa TexnogaepXKa ¢ NepBOro AHA TeCTUPOBaHUSA

e [MoMoLLb B MUTPALLUM C APYTUX PELLEHUN

» CoxpaHeHuWe HaCTPOEK Mpu NepPexXoae Ha NOMHYH BEPCUIO




. PyHkummn NGFW UKC:

3awumTa oT
HEeCaHKLUOHUPOBAHHOIO
[0CTYNa, OT BHELUHUNX

U BHYTPEHHUX Yyrpos

¢ Me)ceTeBoe 3KpaHUpOBaHWeE

* Cucrema npepoTBpaLLeHms
BTOpPXXEeHuM IDS/IPS

e KOHTpOMb NPUIOXKEHUIA
¢ 3awuTta Beb-pecypcos
* [MOTOKOBbIN AHTUBUPYC

¢ 3aumMTa CepBUCOB
oT bpyTdopc-arak

e NHTterpaumsa c DLP- n SIEM-
cucreMamu, aHTUBMpPyYCaMn
N PeLIEHUAMWN A58 KOHTEHTHOM
$uneTPaymmn

L1

p
YpaneHHble nogKno4vYeHus
* YpaneHHble oducbl n punmansi

nogkntodeHue VPN Tuna site-to-site

* MobBunbHble COTPYAHUKN/
nogkntodeHme VPN trna client-to-site

* HacTpoika MHOrogaKkTopHOM
ayTeHTudukaumm onsa VPN

e [1ByxdakTOpHas ayTeHTUdUKaLms

yepes TOTP

KoHTeHTHasa ¢unbrpaums

* PacwmpeHHbIn KOHTeHT-GunbTp UKC
* bnokuposka ¢arnos

e [lekoanpoBaHme 1 NPOBEPKa
HTTPS-Tpadmka

o
YnpasneHue TpadpurKom

¢ MapLpyTmsaums Tpaduka
e [MogxnoYeHve K npoBangepam

* BanaHcMpoBKa KaHanoB 1 NpasneHue
NONOCON MPONYCKAHUSA

e Kawwuposanue Tpaduka n DNS-
3anpocoB

e [ly6nukaums pecypcos

* Reverse Proxy, SMTP relay
e Arperaumusi KaHanos

e Multicast-npokcu

e DHCP-cepBep

.

* Beb-dpunerp Garnet

YnpaBsneHne u MOHUTOPUHT

e KOHCONbHbIN 1 BED-UHTEpdemnc

Beb-uHtepdenc
¢ OTKaz3oycTON4YMBas KOHOUrypaLms

* Tenerpamm-6oT

Zabbix-areHTt

KoHTponb pocTtyna

e ABTOpPM3aumsa NOMb30OBaTENEN

* Active Directory / LDAP

1 JABBER-cepBep

o

* QopMuUpoBaHME OTHETOB
Y

i
dannosbii cepeep

%




CrNEUUATNTbHASA CITY)XBA:

MOYTOBbIN CEPBEP

Ncnonb3oBaHmne moayns B coctaBe MKC akoHOMUT BropkeT opraHusaumm

. 3awumLLeHHDbIN cepBep KOPrNopaTUBHOM MOMTDI

. Bxogsawum / ucxogawmin SMTP-penen

¢

O Bo3MOXHOCTH
NMOYTOBOro cepBepa

. BCTpOEH Had CMCTemMa 3all1Thbl
OT Cnama

b I'Iepe,u,aqa n1Mcem no
3aLUHCI)pOBaHHOMy KaHany

e COopLLUK NUceM

e KBOTbl Ha 06BEM MOYTOBbIX
ALLLUKOB

e DuUnbTPbI NOYTbI M PACCHINIKK
e Pe3epBHOE KOMMPOBAHUE MOMThI
e BcTpoeHHas Beb-no4Ta

L ,D,EJ'IEI'M poBaHUWE OOCTYrMa K
MOYTOBbLIM ALLLUKaM

e [lo4yTOBas CTaTUCTUKA

e MpoBepka n pobasnexHne
DKIM-nognucen

* YepHbie n 6enbie CNUCKU NOYTOBbIX
agpecos, IP-appecos u ¢ppas

O 3awmTta oT cnama

e Kaspersky AntiSpam

* Rspamd

* SpamAssassin

e YepHbie cnucku DNSBL

» Mopnep»xka cepbix cnnckos (GreyListing)

O dononHutenbHas 3awmTa
MOYTOBOro cepsepa

e AHTMBUPYCHasi NPOBEPKa BIIOXEHUIA:
ClamAYV, Kaspersky AntiVirus

e Fail2ban pnsa 3awuTsbl ot brute force
aTak




CrNEUUATTbHASA CITY)XBA:
IP-TEJIEOHUA

Ncnonb3oBaHmne moayns B coctaBe MKC akoHOMUT BropkeT opraHusaumm

. OcHoBaHa Ha Asterisk

. LLindppoBaHme BbISOBOB UCKIIOYAeT npocnyLmBaHue

UHTYUTUBHO NOHATHbIN MHTepdenc ansa ynpaBneHus
npaBuiamMm

. He TpebyeTcs cneuunanbHoe obopyaoBaHue

7

O OCHOBHbIE BO3MOXHOCTU

» [onocoBoe MHoroypoBHeBoe MeH1o (IVR)

¢ Moppep)Kka ouepenm 3BOHKOB, UX MEPEXBAT U NepeHanpaBneHne
e OTCneXxuBaHME aKTUBHbIX BbISOBOB B PeXXUMe peanbHOro BpeMeHu
* 3anucb 3BOHKOB

¢ BO3MOXXHOCTb HAaCTPOMKM rosI0OCOBOM MOYTbI

e BcTpoeHHbI 6pay3epHbiv Beb-codpThoH Xphone

¢ [poBepeHne KOHpEpPEeHLLUI, B TOM YUCIIE C BUOEOCBA3bIO

O MoppepxmBaeMbie KOOEKMU

e G.711 A-law e G.726 e VP8 Video
e G.711 p-law e G.729 e H.264 Video
¢ G.722 HD e GSM * VP9 Video

. G-723 ® OPUS




BCTPOEHHbIN MOLOY/b:
KOHTEHT-OUJbTP

. BxoauT B CTOMMOCTb OOLLLEN NTIULLEH3UU

‘ CootBetctByeT Tpeb6oBaHmam O3 N° 436, 3 N° 139

- N

O OcobeHHoCcTU KOHTeHT-punbTpa UKC

DunbTpyeT TPadpUK NO KNOHEBLIM C/TOBaM M BblPaXKEHUAM

3anpocbl Nonb3oBaTenen K NoMCKOBbIM CUCTEMaM MPOBEPSAIOTCS eLue
0,0 OTOBpaXKeHUs UX B MOMCKOBOM Bblgaye

He)xenaTtenbHbi canT 611IOKMpPYETCSs, UCXOASA U3 aHANM3a COOEePIKALLLErocs
Ha HEM KOHTEeHTa

Copepxut cnmnckm MuHrocta, PockoMHag3sopa v locHapKOKoHTpons

CnMCKK 3anpeLLeHHbIX MaTepuranos perynsapHo 06HOBASIOTCS

S /

Kniouyesble npenmyuiectsa dunbrpaumum B UKC

* LleHTpan1M3oBaHHbIA KOHTPO/b A0CTyNa B UHTepHeT Yepes eguHbIN MHTEPdENC

* BO3MOXXHOCTb 3apaBaTb pPa3Hbie NpaBWa OOoCTyNna andg rpynn nonb3oBaTenemn
1 OTOENbHbIX COTPYAHWNKOB

¢ OTYETHOCTb NO NOMb3OBaTENAM U rPynnam

Komy 3T1o BaXKHO?

& [ocypapcTBeHHble ﬁ Kommepyeckue H O6paszoBaTenbHble
yupexpeHus — KOMMaHWW — MNOBbILLEHWE opraHusaumm —
NCNONHEHWE NPOAYKTUBHOCTM PaboTbl 3aWmTa yqamxcs ot
TpeboBaHMit COTPYAHUKOB M KOHTEHTa,
perynupyoLLmMx opraHos KnbepbesonacHoOCTH NPUYNHAKOLLETO Bpes
" 3aKkoHoB PO MX 300POBbIO U

pPa3BUTUIO




OONOSTHUTESIbHbIN MOAY/b: GARNET
WEB FILTER

CucrteMa aBTOMaTU3UPOBAaHHOM KaTeropmsawum CamTos,
paspaboTaHHas B TEXHONIOrMHECKOM NapTHEPCTBE
c «JlabopaTopuen Kacnepckoro»

PelueHne ncnonb3syeTt anropuTMbl MaLLMHHOIO 06y4YeHus
U cTaTu4Yeckue 6asbl i TOMHOU Knaccndpmkaumum canTos

/
O Knrouyesble npenmMyLLecTea

e Anroputmbl UM aHanusmnpytoT copepxaHne Be6-CTpaHuL, U aBTOMATUYECKH
onpepnensitoT KaTeropuro

* PerynapHoe 06HOBNeHWe AaHHbIX 4151 KaTeropusaLmm CanTos

36 kaTteropun. ONTUManNbHO CTPYKTYPUPOBaHHas cuctemMa punbTpaLmm

(.

KaTeropuu cantos

& BpepoHocHoe MO & Penurus |'E'| XOCTUHT

|'E‘| CalnTel 4ns B3pOCNbIX & MapkeTrnneincol &, AzapTHble 1rpbl

|'E‘| 3anpeLuLéHHbIN KOHTEeHT &, Mowck paboTsl &, Beb-pecypcoi B ceTu Tor
&, Onepaumm C KOHTEHTOM & 3HaKkoMcTBa &, Kade, pectopaHbl, ena
& CoumanbHble ceTu L'Q'_l MepuunHa 1 300poBLe & My3sbika 1 no3ssmus

[E' Kommepyeckme caiTbl (E] @UHAHCb! N SKOHOMUKA |E] XKuneoTHble

&' HoBsoctu v nonutrka ['E'] BoeHHas TemaTtuka 1 opyxue [9] HapkoTukm

[E' Hocyr &] Hayka v 3HaHve [E] Ankoronb 1 Tabak

[E] Kynns-npopaxa [% Xob6u [E] MeccermKeps!

[E] NHdopMaLmoHHbIe TEXHONOM MM [E] Peknama v cnam [E] KpuntosantoTa

[E] focynapcTBEHHbIe yYpeXxaeHVs & Mo4Ta [E] Wrpsl

['E] CaliTbl TEXHUYECKOrO Ha3HaYeHWs &] MoncKoBble CUCTEMBI rE'] Cnopt

MpuobpeTaeTcs AONONHUTENBHO. JIMLLEH3UPYETCA NO YUCY NONb30BaTENEN.
BecnnaTHbIX TeCTOBbIX KNtoYd Ha 30 pHen




AHTUCTIAM
JIABOPATOPUU KACIMEPCKOTIO

@® Bbicovanumm ypoBeHb @® Pabortaetr c SMTP-Tpadukom,
obHapyxeHu1s cnama npwm npoxopswmm Yyepes MKC (noyrta Ha
MUHUMaNbHOM YPOBHE JIOXHbIX NKC, SMTP-peneit)

cpabaTbiBaHMM
® DKOHOMUT BpeMsi COTPYAHUKOB

@ OI'IpE,D,E.I'IEHMe n GHOKHpOBKa Ccnam- Ha OTKPbITUE U YOaneHHUe HeEHYMXHbIX
PacCbINOK B peXxnMme peanbHOro nmncem
BpeMeHHM

Knro4yeBble TEXHONMOrMu 3aLLUTbl OT Cnama

e MeTopgpbl OGHEPY)-I-(EHHFI cnamMma Ha oCHoBe MallMHHOrIo OGyHEHHﬂ

® JTMHIBUCTUHECKNI U CHFHaTyprIﬁ daHalm3

AHanus no popmanbHbIM aTpnbyTam (3aronoBok, pasMep, OTNPaBuTesNb)

O6HapyxeHue rpadpuyeckoro cnama

AHTUPULLIMHT

MpuobpeTaeTca AONONHUTENBHO. JTULEH3UpPYeTCa NO YUCIY NOIb30OBaTeNEen.
BecnnaTHbIM TecToBbIM KNtoY Ha 30 aHen




AHTUBUPYC
JIABOPATOPUUN KACIMEPCKOIO

@ BbicoKasi CKOPOCTb peakumm Ha He6e3onacHbIN TpadpUK
® BnoknpoBKa yrpos go Mx NPOHUMKHOBEHUS B CETb

® 3awmTa KOPNOPaATUBHOM CETU U FOCTEBbIX YCTPOUCTB

NMo4yeMy BaXKHO UCMNO/b30BaTb aHTUBUPYC Ha wo3e?
* DWeNoHNUPOBaHHAs 3aLLMTa ceTU obecnevynBaeT LEenoCTHOCTb MHPOPMaLUN.

e OCTaHOBUTb BUPYC Ha BXOAE B CETb Nlerye, 4YeM BbiIBNATb U IeYUTb €ro Ha
MHoXecTBe (K.

e CHMXAeTCs PUCKU YTEUYKU O aHHbIX U3-33 OLLMGOK Nonb3oBaTenemn.

Knio4yeBble TEXHONMOrMM aHTUBUPYCHOMU 3aLLLUTDI

e CUrHaTypHbI aHanNuU3 No3BoJISET BbIMOMHUTL NPoBepKy dalinoe no 6ase
N3BECTHbIX CUTHATYp.

b 3BpHCTH‘-lECKMFI dHalIM3 No3BondeT 6HOKMPOBaTb He TONMbKO
M3BECTHbIE YIpO3bl, HO U YIrpo3bl HYJ1IEBOIO YPOBHHA.

» CkaHupoBaHue n o6paboTka ¢pannoe Bcex U3BeCTHbIX GOPMaTOB,
CKaHWpPOBaHMEe MHOFOKPATHO 3arMakoBaHHbIX APXUBOB.

* AHanus 60MblIMX OaHHbIX, NOAAEPXXKA MHOTONMOTOKOBOW 06paboTKM OaHHbIX,
DEeTEKTUPOBaHUe BPeAOHOCHbIX U ¢puwmHrosbix URL.

MpuobpeTaeTca AONONHUTENBHO. JTULLEH3UPYETCS MO YUCY NONb30BaTeNEeN.
BecnnaTtHbin TecToBbIM KNtoYd Ha 30 aHen




SURICATA RULES FEED
JIABOPATOPUU KACIMEPCKOIO

. ExxepHeBHble O6HOBNEHMA A5 OBHaAPYXEHUS HOBEULLUX Yrpos3

. bonee 7 000 npasun

. YnpaBneHue nosBegeHMeM 3aLuTbl Npy cpabaTbiBaHUU NPaBun

7 &
Suricata Rules Feed — Habop npaBun pns cucteMbl NnpegoTBpaLL,eHus
BTop>XeHun (IDS/IPS) c uenbio HapEeXXHOM 3alLMTbl Mofib3oBaTeNnem oT
CaMbIX COBpPEMEHHbIX Kubepyrpos.

B npouecce pa3paboTku NnpaBus UCMOMb3YIOTCS 3KCNEPTHbIE CEPBUCHI,

B TOM Yncne aBToobpaboTka BpeaoHOCHbIX NPOorpamMm, necovHuL,bl,
Botfarmu . .

KaTteropum yrpos
@ APT (tapreTMpoBaHHble yrpo3bi)

® Botnet C&C
(weHTpbI ynpaBneHns 60THETaMM) @® SOkcnnowuTbl

® lMporpamMmbi-BbIMOraTenm

@® BaHKOBCKME TPOsiHbl U CpeacTBa @ XakepcKue MHCTPYMEHTDI

NOXWULLLEHUS NEePCOHaNbHbIX AAHHbIX o
H P A ® Kpunrto-maiiHepbl

® DNS-TyHHenm

MpuobpeTaeTca 4ONONHUTENBHO. JTULEH3MpPYETCSA NO YNC/Y NOMb30OBaTENEMN.
BecnnaTHbIX TeCTOBbIX Kto4 Ha 30 aHen




AMMAPATHA4 NMJTATOOPMA UKC RF1000

KoMnnekTt noctaekm MKC ®CTIK

e Cepsep c npegycraHoBneHHbIM MO =1 wr.

e Kabenb nutaHua -1 wr.

e [MporpaMMHbIN MexceTeBomn akpaH UKC -1 wr.

* NHcTpyKuusa no nogknroyeHuto — 1 wr.

NMpenMyLiecTBa NnaTdopMbl:

» [ns KpynHbix opraHusaumi go 1000 nonb3oBaTenei

* [MoOBbILLEHHAsA OTKA30yCTOMYNBOCTD - ABa 6IOKA MUTaHUSA C BO3MOXHOCTBIO
ropsi4ei 3ameHbl (Hot Swap)

 [loBbILLEHHas rapaHTms - 2 roga

e MopxogouT AN yCTAHOBKU B CEPBEPHYIO CTOMKY

Konu4ecteo nonb3oBarenei onpegenseTca no ycpeaHeHHoMYy Npoduno coTpyaHMKA

XapaKkTepucTuKu annapaTtHou niat¢popmbl

ONEPATUBHAS MOUMSITD: .cvervevereeseesearseresseesessessessssesssssssssssssessssasssssessssssasnssssseses 32Tb DDR4 ECC
HKECTKUM [MCKE .eeneeeeeeceeeeeeeeeeeseessessaessessaesssesassssensesssrseessesssessessesans SSD 480 b, HDD 2 Tb
CETEBDIE MHTEPMEMCDIL: ....covrveveureenraseearasseassesssesssssssssssssssssssssssssssssssssssssseseses 6 x RJ-45,1T6uTt/c
USB MHTEPMEMCDL: ...cecveiieririsnsesssssisssesisssssssssssssssssassssssssesssesssssasssssessnssssssssssessssssssses 4 xUSB3.0
OXTIOMKIEHUE: ....ueeeeereeenreeisreesesssesseesesssesssseesssesssssassssssssssssesnsnensssesssseessssessssesssnsesssassnsses QOKTUBHOE
Ffa6apuTHbIE PA3MEPDBI (LLE X T X B): w.eeeeeeieeeeeereeeieeesneeeesaensessaneans 2U, 450 x 692 x 90 mm
1% Lo Lol ol LA TUTUUOT RS 21 kr

MponyckHasa cnocobHoOCTb

IMIKCETOBOM DRI sovssesiswssssssssssesssssssssossssssssonsssssssuisesssnsnssusssvonssosssssrssmsrsonssisssssssorisssss 13 I'b/cek
MHENSRTAPOBOHME SO umississiimrivmmsonmiomivins e sseisissssisesrissisisssnese o 6,3 I'b/cek
| = ST, 3,7 IB/cek
MejceTeBoM 3KPAH, MHCMEKTUPOBAHUE SSL, IPS: ...t 2,4 [B/cek
OpHoBpeMeHHbIX COEOUHEHMNMN (CC): ....uuiireiereeeeeeeeeeaereeeseseasassesesesssssenesenes no 3500 000

HoBkix & ceryHay; MOKCAMANBHO (CPS): mwinimisinsssiormossssmssssasmeesinisiss 75 000



PaspaboTumk

O00 «A-Pean KoHCANTUHI»

@ 8 800 555-92-97 @ +7901052-77-19 4 ©

@ hello@a-real.ru @ xserver.a-real.ru

NMpuncoegnHanUTeCb K HOM B COLLCETAX
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YaT nonb3osarenen NKC Kanan MKC Coobuwecrteso MKC
B MAX B MAX Bo BKoHTakTe
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.:.u.hd.r ...

A0

Tenerpam-vat Tenerpam-kaHan Bnor UKC
nonb3osatenein MKC MKC Ha Axpekc.[3eH
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iy BbyabTe B Kypce cobbiTumn

NKC
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tel:+79010527719

